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NMAMATKA

0N OBYYAIKOLLUXCH OB NHOOPMALUUOHHOW BE30MNACHOCTU
LOETEN

HEJ1b34
1. BceMm nogpsn coobLiarb CBOK YacTHYH UHpOpMaLUIo (HacTosiLMe UM,
camunuio, TenecpoH, agpec, HOMep LKONbI,
a TakXxe dootorpachum ceon, CBOern CeEMbU N Apy3en);
2. OTKpbIBaTb B/IOXEHHbIE haisibl 3/IeKTPOHHOM MOYTbI, KOrga He 3Haellb
oTnpaBuUTeNs;
3. FpybuTtb, NpnanpaTbCcs, OKa3biBaTb AaB/ieHMe - BECTU cebsi HeBeX/TUBO U
arpeccuBHO;
4. He pacnopsixancs aeHbramm TBoen cembu 6e3 paspeLueHus CTapLUmnX -
Bcerga crnpawuvsan pogouTeneu;
5. He BcTpeyancs ¢ UHTepHeT-3HaKOMbIMU B peanibHON XWU3HMU -
NOCOBETYNCSI CO B3POC/IbiM, KOTOPOMY O0Bepsiellb.
OCTOPO>XXHO
1. He Bce nuwyT npasay. Yntaewsb o cebe HenpaBay B UHTepHeTe - coobLum
006 3TOM CBOUM poauTeNnsiM UIN ONeKyHam;
2. MpurnawatoT nepenucbiBaTbCA, Urpatb, 06MeHNBaTbCS - NPOBEPb, HET NN
noaBoxa;
3. HesakoHHOe konupoBaHue ¢pannos B UHTepHeTe - BOPOBCTBO;
4. Bcerpa paccka3sbiBa B3pOC/ibiM O Npobnemax B ceT - OHM Bcerna
NOMOryT;
5. Ucnonb3yn HacTponkun 6e30NacHOCTA U NPUBATHOCTU, YTOObI HE NOTepsiTh
CBOM aKKayHTbl B COLICETSAX U APYrux nopranax.
MO>XHO
1. YBaxan apyrux nonb3osaTtenemn;
2. Nonb3yewbcs UHTEepHET-UCTOYHUKOM - Aenamn CCbiZIKY Ha Hero;
3. OTKpbiBar TOJILKO T€ CCbI/IKW, B KOTOPbIX YBEPEH;
4. O6wLaTbCA 32 NOMOLLLbIO B3POC/bIM - POAUTENN, ONEKYHbI U
agMUHUCTPaLMA CaUTOB BCceraa NoMoryT;
5. Mponau obyuyeHne Ha cante "CeTeBMYOK" M NONyYM nacnopt LucpoBoro
rpaxpaHuvHal
MHPOPMALMOHHASA MAMATKA
AONd ObYUHAROLWUXCA ONA PASMELLEHUSA
HA OPULUANTbHBIX UHTEPHET-PECYPCAX
C KaxabiM rogom MoNoaeXxu B UHTepHeTe CTaHOBUTbCS Oonblue, a
LUKONbHUKWU OOHN U3 CaMbiX aKTUBHbIX Nosib3oBartenen PyHera.
Mexpay Tem, TOMUMO OrPOMHOr0 KONIM4YecTBa BO3MOXHOCTEN, MUHTEPHEeT
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HeceT U nNpobnembl. ATa NamsiTtka AOMXKHA NOMOYb Tebe

6e30nacHO HaXOAUTLCS B CETWU.

KoMnbloTepHble BUPYChbI

KoMnbloTepHbIA BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMm,
OTNINYUTENIBHON OCOBEHHOCTbIO KOTOPOW SIBNSIETCA

CNOoCcOOHOCTb K pa3MHOXEHUI. B nononHeHue K 3ToMy, BUPYCbl MOTYT
NoBpeauTb U NOJTHOCTbIO YHUUTOXUTb BCe haisibl U AaHHble,
NOAKOHTPO/NbHbIE NONb30BaTesl0, OT UMEHU KOTOPOro Oblina 3anyLueHa
3apaxeHHas nporpamMma, a Takxe NnoBpeauTb Ui gaxe

YHMUTOXUTb OnepaLUuoHHYIO0 CUCTEMY CO Bcemu cpannamu B uenom. B
60NbLUMHCTBE CNy4YaeB PacnpoCTPaHSIOTCA BUPYChl Yepe3 UHTEepPHeT.
MeTtoab! 3aLUTbl OT BPeAOHOCHbIX NPOrpamm:

1. Ucnonb3ymn coBpeMeHHble onepauuoHHblie CUCTEMbI, UMEIO LLLue
cepbe3Hbi¥ YPOBEHb 3aLlUUTbl OT BpeOOHOCHbIX MpOorpamm;

2. lNocTosiHHO ycTaHaBnuBau naytu (LdppoBbie 3annaTku, KotTopble
aBTOMATUYECKU YCTaHaBIMBAKOTCA C LieNIbio A,0paboTKn NporpaMmbi)

n gpyrue o6HOBNEeHNsI CBOen onepaLuoHHON cuctembl. CKaumBanm X TONbKO
¢ ocbmumanbHoOro canta paspaborumka OC.

Ecnu cywiecTByeT peXuM aBTOMaTuyeckoro o6HOBNEHUSA, BKJIHOYM €ro;

3. PaboTan Ha cBOeM KOMMbIOTEPE NO A, NpaBaMy NoNb3oBaTenNs, a He
agMUHUCTpaTopa. 3TO He NO3BOIUT 6O/NbLUNHCTBY

BpPeOOHOCHbIX NPOrpamMmm MHCTaNNMUpPoOBaTbCA Ha TBOEM NMepCcOoHasIbHOM
KOMnbloTEpE;

4. Ucnonb3yn aHTUBUPYCHbIE NPOrpamMmmMHble NPOAYKTbl N3BECTHbIX
npousBoguTenen, c aBTomatuyeckum obHoBneHnem 6as;

5. OrpaHuyb chusnyeckm JoCTyn K KOMMNbIOTEPY ANl MOCTOPOHHUX NULL;

6. Ucnonb3yin BHeLLHUe HOCUTENN MHpOpMaL KN, Takue Kak doneLuka, anck
wnu chann N3 MHTepHeTa, TOJIbKO N3 NPOBEpPEHHbIX UICTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE channbl, NONyYeHHble N3 HeHadeXHbIX
MCTOYHUKOB. Jlaxe Te channbl, KOTOpPbie NpUcnan TBOU 3HaKOMbIN.

JlyuLue yTOYHM Y Hero, oTnpasnsin 1 OH Tebe unx.

Cetn WI-FI

Wi-Fi - 310 He BnA nepenaym OaHHbIX, HE TEXHOJNOIMS, a BCero nuilb bpeHA,
mapka. Ewe B 1991 rony HnpoepnaHgckasi KomMnaHus

3apeructpuposana 6peHp "WECA", yto 0603Ha4yano cnosoco4vyetaHue
"Wireless Fidelity", koTopbin nepeBoautcs Kak "6ecrnpoBoaHas TOYHOCTb''.
Jlo Hawero BpeMeHun gowna gpyras abopeBmatypa, Kotopas ABNsieTcs
TaKkom Xe TexHonoruen. 3to abbpesmnarypa "Wi-Fi". Takoe Ha3BaHUue

6b1N10 faHO C HAMEeKOM Ha CTaHAapT BbicLien 3ByKoBon TexHUku Hi-Fi, uto B
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nepesoge o3HayaeTt "'BbicOKasi TOYHOCTb .

[a, 6ecnnatHbIn UHTEPHET-A0CTYN B Kadhe, OTeNsAX U aaponoprax ABNAETCH
OT/IMYHOW BO3MOXHOCTbIO BbiX04a B MHTEPHeT.

Ho MHorue akcnepTbl cuntaroT, 4To obwenoctynHble Wi-Fi cetn He
SIBNSIOTCA 6e30nacHbIMMU.

CoBeTbl N0 6e30nacHOCTU paboTbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOKO NNYHYIO MHPOpPMaLMIO Yepe3 00LLenO0CTYMNHbIe
Wi-Fi cetn. Pabotasa B HuX, XenatefnbHO He BBOOUTb

naponu AocTyna, 10rnMHbl N Kakme-To HOMepa;

2. Ucnonb3yn n 06HOBNSAIN aHTUBUPYCHbIE NMporpaMmbl U 6paHamayep. Tem
cambIM Tbl 06e3onacullb cebst OT 3aKauykm BUpyca Ha

TBOE YCTPOUCTBO;

3. Mpu ucnonbsosanumn Wi-Fi otkntoum pyHkumo "O6Wwmn poctyn K
cannam n npuHTepam”. aHHaa pyHKLUMA 3aKpbiTa MO YMONYaAHMIO,
00HaKO HEKOTOpble NoNb30BaTeNIn aKTUBUPYIOT ee ans ynobcerTea
nucnonb3oBaHUs B pabote unm yuyebe;

4. He ncnonb3ayn ny6nuuHein WI-Fl ons nepesayum nUYHbIX JaHHbIX,
Hanpumep AOns Bbixoaa B couuanbHble CeTU WU B 3NIEKTPOHHYIO MOUTY;

5. Ucnonb3yi TonbKo 3awiulieHHoe coeanHeHue yepes HTTPS, a He HTTP,
T.e. Npu Habope Beb6-appeca BBOAU UMEHHO "https://";

6. B Mmo6bunbHom TenecpoHe otknroum cpyHkumio "MoaknroyeHume K Wi-Fi
aBTOMaTuyecku'. He ponyckam aBToMaTtu4eckoro noaKnoyeHus
yctponctsa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumanbHble CeTU aKkTUBHO BXOAST B Hally XWU3Hb, MHOrMe nto au pabortarot
M XUBYT TaM NOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH

MUNNMapa YenoBek, YTO ABNSeTCA OAHOM CeAbMOM BCEX XUTeneun nnaHerthbl.
MHorue nonb3oBarenu He NOHUMaKOT, YTO UHdpOpMaLLUS,

pa3MeLL.eHHas UMM B COLMaNbHbIX CETAX, MOXET ObiTb HaMaeHa v
MUcnonb3oBaHa KeM YyrogHo, B TOM Yucie He 06si3aTenbHO ¢ Gnarmumm
HaMepeHUsIMM.

OcHOBHbIe coBeTbl N0 6€30NacHOCTU B COLMANbHbIX CETSX:

1. OrpaHuyb cnNUcok apy3en. Y 1ebs B Apy3bsiX He A0/KHO ObiTb
c/lyyamHbIX U HE3HaKOMbIX N0 Aen;

2. 3awumLian CBOK YaCTHYIO XU3Hb. He yKka3biBan naponu, TeneoHbsbl,
appeca, naty TBOero poXxmneHusi u Apyryto JIM4yHyro uHdopmaLmio.
3noyMbILLNEHHUKU MOTYT UCNONb30BaTh AaXe MHOopMaLMIO O TOM, Kak Thl
W TBOM poauTenu nnaHupyete NpoBecTU KaHUKYNbI;

3. 3awumwian cBOKO penyTaumio - LepXu ee B YUCTOTe U 3apaBan cebe
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BOMNpPOC: XxoTen Obl Tbl, YTOObI Apyryue nosib3oBaTteny BUAENN, Y4TO Thbl
3arpyxaewb? Moayman, npexae 4em 4Yto-To onyb6nmkoBaTtb, HaNnucaTb U
3arpysurb;

4. Ecnu Tbl roBOpULLIb C IO AbMU, KOTOPbIX HE 3Haellb, He UCNONb3yn CBOE
peanbHOe UMSA U OPYry JIMYHYIO MHPOPMALIMU: UMS, MECTO

XUTeNbCTBa, MECTO y4ebbl U npouee;

5. U36eran pa3meLueHuns cootorpachmm B UHTEpHeTe, roe Tbl M300paxeH Ha
MeCTHOCTU, MO KOTOPOW MOXHO onpenenutb TBoe

MeCTOMNOoNI0XeHue;

6. Mpwn peructpauum B coumnanbHom ceTm He06xoa4UMO UCNONb30BaTb
C/NOXHble Naponun, cocTosilme u3 6yks un umdp 1M ¢ KONNYEeCTBOM

3HaKOB He MeHee 8;

7. Ons coumanbHOM CeTU, NOYTbl U APYrnx cautoB He06xoaUMo
ncnonb3oBaTtbh pa3Hble Nnaponu. Torpa ecnu Tebs BanomaroT,

TO 3/1I0YMbILLIEHHUKM NOMy4YaT JOCTYN TO/IbKO K OAHOMY MecCTy, a He BO BCe
cpasy.

ANEeKTPOHHbIE AEeHbIN

OneKTPOHHbIE AEHbIM - 3TO O4eHb YA00OHbIN cnocob nnatexen, ogHaKo
CyLLEeCTBYIHOT MOLLEHHUKUWN, KOTOPbIE XOTAT MNOJy4YUTb 3TU OEHbIU.
ANeKTPOHHbIe AeHbIrN NOABUIUCH COBCEM HeAaBHO U UMEHHO MU3-3a 3TOro
BO MHOIMX rocynapcrBax A0 CUX NOp He MPONMCcaHo Npo HUX B

3aKOHax.

B Poccum xe oHU (PYyHKLMOHMPYIOT U O HUX YXe NPonucaHo B 3aKOHe, rae
UX pa3nensoT Ha HECKOJIbKO BUOOB - aHOHUMHbIE U He

aHOHUMHbIe. Pa3Huua B TOM, UTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
pa3speLuaeTcs NPOBOAUTL onepauum 6e3 naeHTucrKauum nonb3osartens,
a B HEaHOHUMHbIX naeHTUMKaLUmus Nonb3oBaTens ABNseTcA 06s3aTeNbHOMN.
TakXe cnenyet pas3nuuyatb 3/IeKTPOHHbIe douaTHble AeHbrn (paBHbI
rocynapcTBeHHbIM BanioTaM) U 3/1eKTPOHHbIEe HedbuaTHble AeHbru

(He paBHbI rocynapCTBeHHbIM BanoTaMm).

OcHoOBHbIe coBeTbl N0 6e3onacHoOm paboTte ¢ 3/IeKTPOHHbIMU OeHbraMu:

1. MpuBSAXM K cyeTy MOOUNbHBIN TenedpoH. ITo cambiil YA06HbIN U GbICTPbIN
cnocob BOCCTaHOBUTb AOCTYN K cyeTy. MpuBsizaHHbIN

TenedoH NoMoXxeT, ecnu 3abypeLlb CBOW NnaTeXHbIA Naposib MU 3anaellb
Ha canT c He3HaKOMOro yCTPpOMCTBa;

2. Ucnonb3yi ogHopa3osbie naponu. lNocne nepexona Ha yCUNEHHYO
aBTOpM3aumio Tebe yXxe He OyaeT yrpoxaTtb OMacHOCTb KpaXwu

Wnu nepexsara nnarexHoro napons;

3. Bbibepu cnoxHbin naponb. MpecTtynHukam 6yneTt He NpPocTo yrapatb
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CNOXHbIW Naponb. HageXxHble Nnaponu - 3To Naposin, KotTopble

copgepxart He MeHee 8 3HaKOB U BK/IDYAKOT B ce6s1 CTPOUHbIE U NPOMNUCHbIE
6yKBbI, LUPPbl N HECKONIbKO CUMBOJIOB, TakKMe KakK 3HakK

ponnapa, chyHta, BOCKnmuaTtesbHbIA 3HaK U T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NINYHbIe AaHHble Ha cauTax, KOTOPbIM He A0BepsieLlb.
AneKTpoHHas noyrta

AneKTpoOHHasi NoYTa - 3T0 TEXHONOrnsi U NpenocTaB/isieMble e YCNYyru no
nepechbinike U NONTYYEeHUK 3NEKTPOHHbIX COOOLLEeHMIA,

KOTOpble pacnpenensitoTc B KOMNbOTepHOn ceTu. O6bIYHO 3N1IeKTPOHHbIN
NMOYTOBbIN SILLUK BbIrNSAUT CNeayloLwmum obpa3om:
MMS_nosib3oBaTensa@uMs_anomeHa. TakXe KpoMe nepenaym npocroro
TeKCTa, MMeeTCsl BO3MOXHOCTb nepenasatb cpannbl.

OcHoOBHble coBeTbl N0 6e3onacHomn paboTte ¢ 3NeKTPOHHON NOYTON:

1. Hapo BbI6GpaTh NpaBUbHBLIN NOYTOBLIN cepBUC. B MHTepHeTe ecTb
OrPOMHbIN BbIOOP 6ecnnaTtHbIX NOYTOBbIX CEPBUCOB,

OAHaKO Nnyylle A0BEepPSATb TEM, KOro 3Haelllb U KTO NepBbl B PEUTUHTE;

2. He yka3sbiBai B NTM4YHOM NoYTe NUYHYI0 UH(popmauuio. HanpuMmep, nyJdiie
BblOpaTh "My3blKanbHbiN_cbaHaT@" nnm "pok2013"

BMecTO "'Temal3d";

3. Ucnonb3yi nByx3aTanHylo aBTopusaumio. 3To Korga noMMMo napons
HY)XHO BBOAUTb KOA, NpuUcbinaembin no SMS;

4. Boibepun cnoXxHbin naposnb. N5 KaXaoro noYToBOro siluka AoMXeH
6bITb CBOM HaAEeXHbINA, YCTOMYUBLINA K B3JIOMY Naposib;

5. Ecnu ecTb BO3MOXHOCTb HanMcatb CaMOMY CBOW NIU4HbIN BOMNpPOC,
MCMNOJIb3yM 3Ty BO3MOXHOCTb;

6. Ucnonb3yn HECKOJ/IbKO NOYTOBbIX SLWLUKOB. lNepBbin Ana 4YacTHOU
nepenucku c agpecataMu, KOTOpPbIM Thl A0BepsieLlb.

3TO 3NEeKTPOHHbIN aapec He Haao UCNoNb30BaThb NPU perucTpauun Ha
cdopymax n canrax;

7. He oTKpbiBan chavnbl U apyrue BloXeHUs B NUCbMax, Aaxe ec/im OHU
NPULLIN OT TBOUX ApYy3en. Jlyulle yTOUHU Y HUX,

OTNpaBNsSANMN N1 OHKU Tebe 3Tn channbl;

8. NMocne okoH4YaHUs1 paboTbl Ha MOYTOBOM CepBuCe Nnepen 3aKpbiTUEeM
BK/lafK1 C CanTOM He 3abyab HaxaTb Ha "BbinTu".

KnbepObynnuHr unu smptyanbHoe usaesatenbCTBO

KnbepbynnuHr - npecnenosaHue coobLLeHUsiMU, coaepXaliumm
ocKopbneHusi, arpeccuio, 3anyrusaHue; XyJMraHcTeo;

couunanbHoe 60MKOTUPOBaHME C MNOMOLLLIO Pa3/INYHbIX MHTEPHET-CEePBUCOB.
OcHoBHble coBeTbl Mo 60pbbe ¢ KnbepoyNINHrom:
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1. He 6pocaics B 60W. Jlyuwumi cnoco6: nocoBeToBaTbCs Kak cebst BeCTU u,
€C/IN HeT TOro, K KOMy MOXHO obpaTtutbcs,

TO BHayvasne ycnokoutbcs. Ecnm Tbl HauHeLWb OTBeYaTb OCKOPONEHMSIMU Ha
oCKOopb6neHus, TO TONbKO eLle 60nblLUe pa3oXXeLlub KOH(IUKT;

2. YnpaBnsin cBoen Knbeppenytauuven;

3. AHOHMMHOCTb B ceTU MHUMas. CyLLecTBYIOT CNOCO6bI BbISCHUTb, KTO
CTOUT 3a aHOHUMHbIM aKKayHTOM;

4. He ctonTt BeCTM XynuraHckum ob6pa3s BUpTyasibHOW XU3HU. UHTepHeT
coukcupyeTt BCe TBOU OEACTBUS U COXPaHSAET UX.

Y panutb ux 6yaert KpanHe 3aTtpyoHUTENbHO;

5. Cobniopan cBOO0 BUPTYyalibHYH YeCTb CMOJIOAY;

6. UIrHopupy eauHNYHBIN Heratue. OgHOpPa30Bblie OCKOPOUTENbHbIE
coobLeHns nyJywe nrHopuposaTtb. O6bIYHO arpeccus

npekpawiaeTcs Ha HayanbHOM cTagun;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOOLLLEHUSAMU, B
coumanbHbIX CeTsIX eCTb BO3MOXHOCTb 6/1I0KUPOBKM

OTNpaBKU COOOLLLEHMI C onpeneneHHbIX aapecos;

8. Ecnu Tbl cBMpeTenb KnbepobynnuHra. Teom nencTemsa: BbiCTYNUTb NPOTUB
npecnenoBaTens, NnoKkasaTb €My, 4TO ero AenucTBus

OoL,eHMBalOTCHA HeraTMBHO, NogaepXxaTb XepTBy, KOTOPOMU HYXHa
ncuxonoruyeckasi MOMOLLb, COOOLLUTb B3POC/bIM O chakTe

arpeccuMBHOro noseneHus B CeTu.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapTcOHbI U NNaHLeTbl coaepXxart B cebe BrosHe
B3pocnbiv PYHKLMOHA, U Tenepb OHM MOryT KOHKYpUpoBaTtb CO
CTauMOHapHbIMK KOMNbloTepamMn. OoHaKo, CPeacTB 3aLlLnThl AN NOAO0OHbIX
YCTPOMUCTB NoKa o4eHb Mano. TectupoBaHue U NOUCK

YA3BMMOCTEN B HUX NPOUCXOOUT HEe TaK MHTEHCUBHO, KaK anga MK, To xe
camoe KacaeTtcsi U MOOUIIbHbIX NPUTOXEHUN.

CoBpeMeHHble MOOWbHbIe 6pay3epbl YXe NpakTUYecku AorHanm
HacToNbHble aHanoru, oaHaKko paciumpeHue oyHKUUOHana sneyer

3a co6om 60/bLUYI0 CMTOXHOCTb U MEHbLUYIO 3aLLULLEHHOCTb.

Jlaneko He BCe NPOM3BOAUTENU BbINyCKatOT 0OHOBNEHUSI, 3aKpbiBaloLL e
KpuTuyeckue ysi3BUMOCTU ONsi CBOUX YCTPOMUCTB.

OcHoOBHble coBeTbl Ansi 6e3onacHOCTU MobunbHoOro tenedoHa:

Huuyero He siBnsieTcs no-HacTosiLeMy 6ecnnatHbiM. Byab OCTOPOXEH, Beab
Korga tebe npepnaraloT 6ecnnarHbi KOHTEHT,

B HEM MOTYT ObiTb CKPbITbl KakKue-TO NJaTHble YCNyru;

Jdyman, npex,ae yem ornpaButb SMS, cooto nnm Buaeo. Tbl TOYHO 3HaeLUb,
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rnoe oHu 6yanyT B KOHEYHOM utore?

Heob6xonumo 06HOBNSATL ONEpaLMOHHY0 CUCTEMY TBOEro cMapTdoHa;
Mcnonb3yn aHTUBUPYCHbIE NPOrpaMMmbl st MOOUIbHbIX TenecoOoHOB;

He 3arpyxaw npunoxeH1Usa OoT HeM3BEeCTHOro UICTOYHUKA, Belb OHN MOTYT
coaepxaTb Bpe4OHOCHOe nporpaMMHoe obecneyeHue;

NMocne TOro Kak Thbl BbingeLlb C canTa, roe BBOAUN NUYHYIO UH(pOpMaLMIO,
3anaun B HacTpoukun bpaysepa u ynanm cookies;

NMepuopuyeckn npoBepsin, Kakue nnarHblie yCyru akTuBupoBaHbl Ha TBOEM
HoMepe;

JlaBan cBon HoMep MO6UNbHOro TenedoHa TONbKO N ASM, KOTOPbIX Thbl
3Haellb 1 KOMY A0OBepsellb;

Bluetooth ponxeH 6bITb BbIK/IOUYEH, KOraa Tbl UM He Nonb3yelubes. He
3abblBa MHOrga NPoBepPATb ITO.

Online urpbl

CoBpeMeHHble OHNanH-Urpbl - 3TO KpacoyHble, 3axBaTbiBaloLL Ve
pa3sBneyeHusi, 06 beaNHsOLLME COTHU ThICSIY YEeNIOBEK MO BCEMY MUPY.
Urpoku uccnenytoT aaHHbIn UM MUP, OOLLLAIOTCA APYr C APYroMm,
BbINMONHAIOT 3a4aHNs, CpaxarTcsl C MOHCTPaMU U NONyYaloT ONbIT.

3a ynoBONbCTBME OHU MNATAT: NOKYNaloT AUCK, ONMaynmBatoT aboHeMeHT Unu
npuobpeTtarT Kakme-To ONnuUM.

Bce 3T cpenctBa Ayt Ha nogaepxXxaHue N pa3sutvme Urpbl, a TakXxe Ha
caMmy 6e30MacHOCTb: COBEpPLUEHCTBYIOTCS CUCTEMbI aBTOpPU3aLIMW,
BbINyCKarTCs HOBble NaTtuu (UudppoBble 3annaTtku ons nporpaMm),
3aKpblBalOTCHA YA3BMMOCTU CEpPBEPOB.

B noao6HbIX Urpax CTOMT onacaTbCs He CTO/IbKO CBOMX COMEPHUKOB,
CKOJIbKO KpaXu TBOero naponsi, Ha KoTopoM ocHoBaHa cuctema
aBTOpM3auMmn 60NbLUNHCTBA UTp.

OcHOBHbIe coBeTbl N0 6€30MNacHOCTU TBOEro UFPOBOro aKkKayHTa:

1. Ecnu ppyron urpok Bepet cebs N1oxo unum cospaet Tebe HENMPUATHOCTY,
3ab6noKMpyM ero B CNUCKe UrpoKOB;

2. NMoxanynca agMMHUCTpaTopam Urpbl Ha N1oXoe noseneHue 3aToro
UrpokKa, XenarefibHO NPUNOXUTb KaKue-To AoKa3aTeNbCTBa B

BUAe CKPUHOB;

3. He yka3biBai nu4Hy0 nHcdopmMaLuio B npodcpaine Urpbi;

4. YBaxawu Opyrmx y4yactHUKOB MO Urpe;

5. He yctaHaBnuBau HeopuLManbHble NaTym U MOAbI;

6. Ucnonb3yi CnoXxHbie U pa3Hble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOUT OTKNOYaTb aHTUBUpPYC. lMoka Thbl Urpaellb,
TBOW KOMMbIOTEP MOryT 3apa3uThb.
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PULLIMHT UM KpaXa JINYHbIX OaHHbIX

OO6bIYHOM KpaXxen AeHer U [OKYMEHTOB CEerofHs yXe HUKOro He yaUBULLb,
HO C pa3BUTUEM UHTEPHET-TeXHOJIOr M 3/10YMbILLNIEHHUKN
NnepemMecTUINCb B UHTEPHET, U NPOAONXAaKT 3aHUMaTLCS N0 OUMbIM"
DenoM.

Tak nosiBunacb HoBasl yrpo3a: UHTepHeT-MOLLUeHHU4YecTBa U PULLINHT,
rnaBHas Leflb KOTOPOro COCTOMT B MONTyYeHUn

KOHdpuaeHUManbHbIX AaHHbIX NONb30BaTenemn - TIOrMHOB U naponen. Ha
aHrnM1uckom sisbike phishing uMtaetca Kak oULLINHT

(ot fishing - pbI6bHast noBns, password - naponb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULLMHIOM:

1. Cnenoun 3a cBOMM akKayHTOM. Ecnu Tbl noao3peBaellb, YTO TBOSI aHKeTa
6bina B3nomaHa, To Heo6xoaMMO 3a6nokupoBaTtb ee U

coo6LWUTb aAMUHUCTPaTOpPaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Ucnonb3yn 6e3onacHblie Be6-canTbl, B TOM YAC/e, MIHTepPHEeT-Mara3amHoB U
NMOUCKOBbIX CUCTEM;

3. Ucnonb3ym cnoxHble 1 pa3Hble naponu. Takum ob6pa3om, ecnm Tebs
B3/10MaloT, TO 3N1I0YMbILLJIEHHUKMX NoAyYaT A0CTYN TONbKO K

OOHOMY TBOEMY NPOCOUNIO B CETU, a He KO BCEM;

4. Ecnu Te6s B3nomanu, To He06xoAMMO npenynpenuTb BCEX CBOMX
3HaKOMbIX, KOTOpble nobaBneHbl y Tebs1 B Apy3bsiX, O TOM,

4yTo Te65 B3IOManu U, BO3MOXHO, OT TBOEro UMeHun bypeTt paccbinarbCcs
crnam 1 cCblJIKU Ha OULLMHIOBbIe CaWThbl;

5. YcraHoBM HapeXHbin naposb (PIN) Ha MO6UnbHbIN TenedoH;

6. OTKnO UM coxpaHeHue naponsi B 6paysepe;

7. He otkpbiBan cpannbl U gpyruve BloOXeHUs B MUCbMaXx, AaXxe ec/iu OHU
NPULLIIKN OT TBOUX ApYy3ei. Jlydlle YTOYHU Y HUX,

OTNpaBnsAny N1 oHU Tebe 3Tn channbl.

LiucbpoBas penyTtauus

LindopoBasa penyrauumsa - 3To0 HeraTMBHasi UM No3nNTUBHaA MHdpopmauua B
cetn o Tebe. Komnpometupyrow,asa uHcpopmauums,

pa3MelLeHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPa3uTbCS Ha
TBOEen peanbHOM XU3HW. "Lincpposas penyraums” -

3TO TBOM UMM X, KOTOPbINA chopmupyeTcs n3 nHcpopmaumm o Tebe B
MHTEepHeTe.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOEe oMHAHCOBOE NONOXEHMNE,
0CO06eHHOCTM XapaKTepa U pacckasbl 0 6IM3KUX - BCe 3TO HaKannmBaeTcs
B CeTMm.

MHorve noapocTKy NerKkoMbICIEHHO OTHOCSATCA K Ny6nukaumm nuyHomn
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uHcopmauum B UHTepHeTe, He NOHMMasA BO3MOXHbIX NOCNeacTBUN.

Tbl paxe He CMOXellUb goragartbcsi 0 TOM, 4YTo choTorpadpus, pa3meLL,eHHas
5 net Ha3apg, cTana NPUYMHOM OTKa3a NPUHATL Tebs Ha paborTy.
KomMeHTapuun, pasmeLlleHue TBoux cpotorpacouu u apyrme nemMcTsusa Moryr
He UCYEe3HYTb AaXxe nocne Toro, Kak Tbl UX yaanuLlb.

Tbl He 3Haellb, KTO COXpaHun 3Ty UHcpopmauuio, nonana M oHa B
NOUCKOBbIE CUCTEMbI U COXpaHUNach 11 OHa, a rnaBHoe:

4yTO NoayMaroT o Te6e oKpyXxatroLiue N0 an, KOTopble HaNAYT U YBUASAT 3TO.
Hawntn nHcdpopmMauuo MHOro net cnycrs

CMoXeT N bon - Kak U3 Bobpbix NO6YXAEHUN, TaK U C HAMepeHneM
NPUYNHUTD Bpea. 3TO MOXET ObITb KTO YroAaHO.

OCHOBHble coBeTbl MO 3awuTe LUPpPOBOMN penyTauun:

1. Moayman, npex;ae 4eM 4TO-TO Ny6MKoBaTh U NepenasaTtb y cebs B 6nore
WNn B COLlMANBHOM CeTH;

2. B HacTpomnkax npodcounst yctaHOBM OrpaHNYeHUsa Ha NPOCMOTP TBOEro
npochuns U ero comepXuMMoro, caenauv ero ToNbKo "ons apysen';

3. He pa3ameluan n He yKasbiBan MHC(pOpMaLMIO, KOTOPasi MOXET KOro-nmbo
oCcKOpOnsiTb Mnn obmxarb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LKOJIbHUKMU - aKTUBHbIE Mosib3oBaTenn LM poBoro
npoctpaHcTBa. OgHaKo ganeko He BCe 3HaKT, YTO NoNb30BaHue

MHOrMMWU BO3MOXHOCTSIMU LiucopoBOro mupa tpebyet cobnoaeHns npas Ha
WHTEeNNeKTyanbHYy COOCTBEHHOCTb.

TepMuH "MHTENneKTyanbHasi COOCTBEHHOCTb" OTHOCUTCS K Pa3/InyHbIM
TBOPEHUSIM YeNoBe4YecKoro yma, HaumHasi ¢ HoBbiX U306peTeHUNn

N 3HaKOB, 0003HaYalWLLMX COOCTBEHHOCTb Ha NPOAYKTbI U YCNYrn, U
3aKaHuMBasa KHuUramu, cpotorpachuamm, KWHOUNbMamum n

My3blKaJ/ibHbIMU NPON3BEOECHUSMMU.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTE/NIEKTyanbHY COOCTBEHHOCTb Ha
nponsseneHNs Haykun, nutepartypbl U UICKYCCTBa.

ABTOpCKMe npaBa BbICTYyrNnalT B Ka4yeCcTBe rapaHTUmM TOro, 4to
WHTeNNeKTyanbHbI/TBOPYECKWUIA TPy A aBTOpa He bynet

HanpacHbIM, 0acT eMy cripaBen/inBbie BO3MOXHOCTU 3apaboTtaTtb Ha
pe3ynbTatax CBOero Tpyaa, nonyymtb U3BeCTHOCT

b U npu3HaHue. HNUKTO 6e3 pa3peLueHnst aBTopa He MOXeT BOCMPOU3BOAUTD
ero npousseneHne, pacrnpocTpaHaThb,

ny6nMYHO NEeMOHCTPUpPOBaTh, NpoaaBaTbh, UMMNOPTUPOBaTb, NycKaTb B
npokar, ny6/IM4HO UCNONHATb, NOKa3blBaTb/MCNOJHATbL B

acbupe nnm pasmewatb B UHTepHeTe.
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Mcnonb3oBaHue "nupaTtckoro'” nporpaMmHoOro o6ecneyeHmst MoXxer
NpMBECTU K MHOFMM pUCKaMm: OT NOTepPU AaHHbIX K TBOUM

aKKayHTaM b0 6110KMpOBKM TBOEro YCTPOUCTBA, rAe yCTaHOB/NEHa
HeneranbHasi nporpamma. He ctout TakXxe 3abbiBathb,

4TO CYLLLECTBYHOT NieranbHbie U 6ecnnaTtHbie NPOorpaMmbl, KOTOpPbie MOXHO
HauTn B ceTu.

O noprane

CeTteBNYOK.pch - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thl MOXELUb Y3HaTb
0 6e30MacHOCTU B CETU NOHATHbLIM U OOCTYMHbIM Si3bIKOM,

a NpyY BO3HMKHOBEHUU KPUTUYECKOMN cUTyauum obpaTtutbcsi 3a COBETOM. A
Tak)Xe NPUHSATb yyacTue B KOHKypcax n

cTaTb cCaMbiM LLMPPOBLIM rpaxaaHUHOM!
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